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Correctly importing a paysafecard-certificate in a Web-Browser
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1 Importing a Certificate in a Web-Browser

Importing your client certificate and the paysafe card-CA root certificate is a prerequisite in order to
set up a secure encrypted connection with the paysafe card-Server (Client Authorization). Such a
connection is required in order to activate paysafe card. The certificate needs to be imported in all
Internet browsers and for every person (PC user) who performs the paysafe card activation
process.

1.1 Microsoft Internet Explorer

The following paysafe card certificate import process as described, has been tested on Microsoft
Internet Explorer version 5.50.4134.0600 (DE, Cipher strength 128-Bit) also with version
6.0.2600.0000 (DE, Cipher strength 128-Bit) and Internet Explorer version 5.00.2314.1003 (US,
Cipher strength 56-bit).

The window to carry out the necessary steps to configure your Internet is shown in Diagram 1 and
is reached from the Internet Explorer “Toolbar” by choosing “Tools” and then Internet Options.
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Diagram 1: Internet Options

Under the “Content” tab, there is a Certificates button. Selecting this option takes you to the

Certificate Manager.
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Diagram 2: Certificates (before Importing)

Click on the “Import” button to start the Import Certificate Wizard.
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Diagram 3: Welcome to the Certificate Import Wizard Screen

To skip the Welcome dialogue, please click “Next”.
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Diagram 4: Certificate Import Wizard - Specify File

to Import Screen

You will then be asked to choose a certificate, you search by clicking on “Browse” and then you
select your certificate (in the next dialogue box, please select “*.pfx *.p12 as file type to see your
certificates once you have navigated to the directory where you store them.)
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Diagram 5: Certificate Import Wizard - Select File

Having selected your certificate, please click “Next”.

to Import Screen
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Diagram 6: Certificate Import Wizard - Password Scr  een

In Diagram 6 you see where you have an option to enter a password which is used to protect the
certificate. This password is one that is sent to you securely by paysafe card-CA. You don't need to
have strong private key protection, and so before moving on to the next screen, you can un-check
the checkbox “Enable strong private key protection”.
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Diagram 7: Certificate Import Wizard - Certificate

Storage Screen

In the Certificate Storage Screen, you should check the radio button to automatically choose the
Certificate Store based on the type of certificate.
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Diagram 8: Certificate Import Wizard - Finish Scree

n

After reviewing the selected options as shown in Diagram 8, selecting “Finish” will complete the

Import process.

Note: Depending on your Microsoft Internet Explorer security settings, you may get a security
message, if you do then click on “OK” in order to continue.
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Diagram 9: Certificate Import Wizard — Main Storage

You may then be asked if you would like to add the paysafe card-CA root certificate in the main
repository of your Microsoft Internet Explorer. Select “OK”.

Diagram 10: Certificate Import Wizard: Confirm Impo  rt

If you get a pop up message appear as in Diagram 10, please select “OK” to leave the Wizard.
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Diagram 11: Certificate Manager - Certificates (aft

er Importing)

In the Certificate Manager (as in Diagram 11) you will find your imported certificate listed.
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Diagram 12: Certificate Information - Certificate Details

By selecting the imported certificate and selecting the “View” button (as seen in Diagram 11), details
of the certificate can be seen as in Diagram 12, 13, 14
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Diagram 13: Certificate Information - Certificate D  etails

In the certificate details screen you can see details such as the Issuer, Validity, Version, Serial
Number etc. of the certificate.
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Diagram 14: Certificate Information - Certificate P

Under the “Certificate Path” tab, you can see the certificate status.

ath
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Diagram 15: Certificate Manager - Trusted Certifica  tes

In the “Trusted Certificates” section of the Certificate Manager (as in Diagram 15), the presence of
the previously imported paysafe card-CA root certificate can be checked and details can be shown

as in Diagram 16, 17 and 18.
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Diagram 16: Certificate Information - General

Diagram 16 shows general information on a certificate under the “General” tab.
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Diagram 17: Certificate Information — Details (Fing  erprint)

Detailed information such as the “Thumbprint” can be viewed under the “Details” tab as depicted in
Diagram 17.
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Diagram 18: Certificate Information — Certificate P ath

Details about the certification path can be seen under the “Certificatoin Path” tab as depicted in
Diagram 18.
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1.2 Firefox

The following paysafe card certificate import process as described, has been tested on Firefox
2.0.0.4. English Version.

The window to carry out the necessary steps to configure Firefox browser is shown in diagram 20
and is reached from the Firefox “Toolbar” by choosing “Tools” and then “Options”.

Diagram 19: Firefox: Options

Under the “Encryption” tab, there is a “View Certificates” button. Selecting this option takes you to
the Certificate Manager.
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Diagram 20: Firefox Certificate Manager (before Imp

orting)

Click on the “Import” button to start the Import @&cate Wizard.
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Diagram 21: Firefox Certificate Import - Specify File to Import Screen
You should choose a certificate from your file syst(in the next dialogue box, please

select “*.PKCS12 *.p12 as file type to see youttifieates once you have navigated to the
location where you store them.)

Diagram 22: Firefox Certificate Import - Select File to Import Screen

Having selected your certificate, please click “@pe
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Diagram 23: Firefox Certificate Import — Change Mas  ter Password Screen

You are prompted for a password, please enter a password of your choice, and repeat again as
prompted.

Diagram 24: Firefox Certificate Import — Password E  ntry Dialogue

Diagram 24 shows the screen where you are promted to enter the password that was used to
encrypt the certificate back up. This password is one that is sent to you securngly b
paysafecard-CA.

Diagram 25: Firefox Certificate Import — Alert Scre  en

Once you successfully enter the password you are alerted that your certificate(s) and private key(s)
have been restored as in Diagram 25.
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Diagram 26: Firefox Certificate Import — Certificat e Manager Screen

In the certificate manager, installed certificates can be viewed. Please select a certificate and click
on the “View” button to see details of your certificate(s).
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Diagram 27: Firefox Certificate Import — Certificat

e Viewer Screen

In the Certificate Viewer Screen, you can see details of your imported certificate(s). The import of
your certificate is completed and the Certificate Viewer and Import Screens can be closed.
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