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1) Introduction

The following document outlines the reporting functionality of paysafecard’s Merchant Service Center (MSC).

MSC can be used to check the Transaction Report (includes transactions in all states), the Settlement Report
(includes only successful transactions, all transactions until the previous day) or the Payout Details (when Payout
feature is activated on any MID/RC level of a merchant). More details on the reports functionality can be found in
the following chapters.

You will need Superuser or Finance role to have full access to the reporting functions in Merchant Service Center.
Superuser is a special user type in MSC, created by paysafecard for each merchant account. The Finance role is
granted by the Superuser.

If this Guideline is intended for your use, please contact your company representative to arrange for the
required access level.




Merchant Reporting Tool Document Version 3.8 2
Interface Guideline 26-01-2021 . pagsafe C a rd

2) Roles and Responsibilities

MSC has currently 5 available roles that allow different levels of interaction with the online portal.

MSC Role Role Description

Main merchant account administrator, has full access to information available in MSC.
This role is assigned by paysafecard only to a person appointed by the authorized signatory

Superuser from the Merchant. For deactivating a Superuser, please send a request to your delegated KAM
and salessupport@paysafecard.com.
. Role with permission to all technical configurations and Transaction report (no access to
Technical
the Settlement report!).
Finance Role with permission to Transaction Report, Settlement Report and Payout Details.

Role applicable only for Paysafecash partners!
Operations Operations users can send an Invite to Pay request to customers.
This role has access only to the Transaction Report.

Role automatically assigned to a new MSC user, has access to the technical information and can
upload all KYC documents needed during onboarding.

Onboarding
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3) Logiin

If you are a New User to Merchant Service Center:

a) Your company Superuser invites you to Merchant Service Center and assigns you a role
b) You receive an invitation email to Merchant Service Center

Cpen e-mail in 3 browser

& paysafecard

YOUR PAYSAFECARD SERVICE CENTER ACCOUNT

Your personal account for the Merchant Service Center has been configured.
Please login (your username is the registered email address) and complete your
account creation by choosing a password.

Due to the sensitive data within service center it is a mandatory step for all
partners to complete the 2-Step login. For more information on how 2-step login
works, please check the following PDF

Best regards

Your paysafecard team

.com | Commercizl registry number: FN
urt Vienna

c) Click the link in the email and get redirected to our authentication page
d) Use Google Authenticator to complete the first time 2 Factor login steps. The QR code will only be shown
the first time you log in to MSC. If you want to reset it, please contact techsupport@paysafecard.com

Click here for our 2 Step Login guide

Spaysafe o WELCOME TO THE PAYSAFECARD SERVICE CENTER



mailto:techsupport%40paysafecard.com?subject=
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e) You set your new password and confirm

e Group PLE [IM] | Mtps J/servicecentsr paysatecard,com/| o /&) passord freset? =901 <35 10-760-4596-5906- 5613701 4Rientity_id =MAN3 1094435498 10kan=07at5454-1c35-Lab!-Ortd-4165 dal 2515

b Helpers | PSC mare g

8 pBQSEfELdII'_ WELCOME TO THE PAYSAFECARD SERVICE CENTER

Set a new password

f) You are now logged in successfully

If you are an Existing User of Merchant Service Center

a) You are on the Merchant Login page

b) You provide a valid Username and Password

c) You provide a valid 2 factor authentication code. If you want to reset the QR code,
please contact techsupport@paysafecard.com

& 3 @ @ Paysafe Group FLT IM] | hitpsy/senvcacenter. paysatecard.comsogin/e)

Bpagsalzr arg WELCOME TO THE PAYSAFECARD SERVICE CENTER

LOGN |

Mot yeta

d) You are now logged in successfully
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4) Merchant Reporting Dashboard

Access your Merchant Reporting dashboard for a daily overview of your transaction activity. This will help you
fine tune your monetization strategy with a snapshot on top performing countries and transactions over

the last 7 days.

You can find the reporting dashboard in the left navigation menu on “Reporting”.

You review the following information (per MID, only one can be selected at any time):

< Number of transactions today

< Transactions volume today in MID currency

< Average transaction amount today in MID currency

< Last 7 days’ view of the transaction count

< Last 7 days’ view of transaction volume in MID currency

< The top 5 countries in terms of transaction count over the last 7 days
< The comparison of desktop vs mobile transactions (%) in last 7 days

All values are based on completed transactions.

8 paysafecord

Yourlactlogin was on 2021-01-08, 10:51
¥ tanguage: | Enaleh B

today od

173 EUR 1,173.51 EUR 6.78

nnnnnn

countries of your customers: Desitop vs. moblle transactions

If you have more than 1 MID listed under your account and you wish to check another MID’s performance, you need
to select your MID from the drop-down menu as shown below:

Merchant Reporting Dashboard

Welcome to the Merchant Reporting Dashboard of the paysafecard Service Center. The dashboard provides you
a daily overview of your transaction activity, as well as data of the last seven days. Please choose a MID in the
dropdown field below and the page will update instantly!

You are currently viewing reports for this MID: 1000000007 EUR -
1000000007 EUR

1000001243 EUR

1000004730 EUR

2 EURDO | 1000004731 USD

Transactions today Transaction volume t

Please note the reporting dashboard is to be used for tracking purposes. It should be noted that the final transaction
overview is reflected in your invoice.
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5) Settlement Report

The Settlement Report contains all the successfully closed transactions (until the previous day).

The data in this report can also be received via the paysafecard settlement report API.
You can find more technical details here.

Here’s an overview of the Settlement report mask in MSC:

@ paysafecard

You are currently logged in as psc.test+team-blue@paysafecard.com
Your last login was on 2021-01-08, 10:51
Account: | Test Account + Language: | English *

Dashboard Settlement Report

Production Data
i ) Define your search criteria using the available fields below. You can generate a report and view the search
TP whitehsiing results online or download the report. Start your search by selecting one or multiple MIDs below.
Test Data
Merchant IDs {MIDs)

» Test transactions
User Management
Tt o ey Fill in one or more search criteria for the selected MIDs, 2]
Reporting

Transaction ID (TID)

» Settlement Report

» Transaction Report

» Payout Details Date from Date to
Account settings EH) (2223
Dowmloads Reporting Criteria ID (RC)
FAQ
Contact
Merchant Client ID (MCID) Invoice Number Customer PSC ID
Transaction Type v Selectall Customer Type v Select all
Payment Woucher
Refund Account
Payout
PQS Cashout
Column(s) 2]

TID x Business Type x Payment Instrument x Payment Instrument Subtype x

v Header information included in the download report.

GENERATE REPORT DOWNLOAD REPORT

Parameter

Parameter Definition Name

Name in results

Parameter
Name in results

(download CSV)

(online)

The Merchant ID is the unique alphanumeric merchant
identifier (default value 10-digits) and defines the transaction
MerchantIDs  currency. When more than 1 MID is assigned to a Merchant'’s

(MIDs) account, searching for multiple MIDs is possible. MID
The default option is “Select All“ and it allows the searching
for transactions in all MIDs at the same time.
The Transaction ID (TID) is the payment transaction unique

Transaction ID identifier. In this field you can search for a specific transaction. D

(TID) If there are any refunds related to the original payment, they
will also be displayed in the results.

MID

TransactionID



https://www.paysafecard.com/fileadmin/api/settlement-report.html
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Parameter

Name

Date from
Date to

Reporting
Criteria ID
(RC)

Merchant
Client ID
(MCID)

Invoice
Number

Customer
PSCID

Transaction
Type

Customer Type

Parameter
Parameter
Name

Definition Name in results

o refults (download CSV)
(online)

You can use the date picker or manually enter in the date

dd/mm/yyyy to set a time interval for the search.

“Date from” and “Date to” are mandatory fields only when

searching for Merchant IDs, Reporting Criteria or Transaction n/a n/a
Type. Regardless of the Date from/to, the default time values

are 00:00 to 23:59.

Note: Maximum allowed search: 12 months at once.

The Reporting Criteria is an optional parameter that offers

the possibility to classify transactions and differentiate

between several web shops of one contracting Merchant.

When more than 1 RC is assigned to a MID, searching for

multiple Reporting Criteria is possible. The default option is

“Select All” and it allows the searching for transactions in all RC Reporting-
Reporting Criteria at the same time. Criteria

Separate agreement with paysafecard is needed for setting
up of a Reporting Criteria. If there are no registered Repor-
ting Criteria, the search field is not visible, and no values are
displayed in the report.

The Merchant Client ID is the end customer unique identifier.

All transactions done by the same customer must have the

same Merchant Client ID. This parameter is provided by the

Merchant at the start of a transaction. Maximum length is of MCID
50 characters.

Note: For security reasons, paysafecard advises Partners not

to use the customer’s registered username or e-mail!

Merchant-
ClientID

The Invoice Number is the 10-digit number of a created
invoice. In this field you can search for specific transactions .
. L s Invoice .
by using an invoice number. The result will display all related InvoiceNumber
. . Number
settlement transactions. The parameter values will be empty
if the invoice has not yet been created.

The Customer PSC ID is the my paysafecard ID of the
customer. In the reports this parameter has a value only if
Customer
the customer has used a my paysafecard account for the PSC ID CustomerPscld
transaction. If the customer used a paysafecard PIN, the
parameter values will be empty.

The Transaction type stands for different types of Business

transactions: payments, payouts or refunds. Type BusinessType

The Customer Type allows you to sort transactions that were

made with a classic voucher of with a my paysafecard account. n/a n/a
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Parameter

Parameter Name Parameter
Definition Name in results

(download CSV)

Name in results
(online)

There are 25 columns (fields) available for displaying online
search results in the Settlement report.

For first time users, all columns are available for online
reporting, like this:

Column(s) (2]

v/ Header information included in the download report.

The selection can be refined by adding one filter column after
another, like this:

Column(s) (2]

MID = TID x MCID = RC x Initial Amount x Disposition Amount = Debit Amount x
Status x Status Before Expiration x Creation Date x

Assign PIN Date

Date of Last Possible Debit

PIN Type
QR Payment

Surcharge TID

Merchant Disposition Interface

Disposition Expiration Time

Simply remove, drag and drop any of filter columns, to create
an online customized report, like this:

Column(s) o

Tax x|
MID x Business Type x Gross Amount x Fee Amount x . Voucher Number =
Debit Amount % Invoice Number = Exchange Rate x Disposition Amount x

Columns n/a n/a

Column(s) (7]

MID x Business Type x Gross Amount x Fee Amount x Voucher Number x'« ‘

Debit Amount x Invoice Number x Exchange Rate x Disposition Amount x

The rest of columns are always available in the drop-down.

To generate the customized online report, simply press
“Generate Report” Your last columns selection is always
saved!

Column(s) -]

MID x Business Type * Gross Amount x Fee Amount x Tax x Voucher Number =
Debit Amount % Invoice Number x Exchange Rate x Disposition Amount

v Header information included in the downlead report.

DOWNLORD REFORT s TR

Sl R, e e
1 1000000931 I égsn égsn 1.00000 0.00 EUR
2 1000000931 I ZE;’D 2:20 1.00000 0.00 EUR
3 1000000931 I ég‘;ﬂﬂ ég{:{.ﬂﬂ 1.00000 0.00 EUR

Note: The saved order of the columns does not apply for the

downloaded reports. When you press “Download Report’, the
generated CSV file will always include all fields, in the default

order.
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Debit Number

Currency

Gross Amount

Fee Amount

Tax

Debit Amount

Exchange Rate

Voucher
Number

Debit
Timestamp

Initial Amount

Disposition
Amount

Net Amount

Creation
Timestamp
Disposition

Shop ID

Country IP

PIN Origin

Original TID
Distributor
Reference ID

Distributor
Reference ID

Document Version 3.8
26-01-2021

Parameter no longer in use. Default value always 1.

This is the Currency in which the transaction was started.

The Gross Amount is the full amount of the transaction.

The Fee Amount is the fee value deducted from the
transaction.

The Tax stands for the value charged only to EU Merchants
that have a contract with paysafecard and do not have a valid
VAT number.

The Debit Amount is the amount that was debited from the
customer’s paysafecard PIN or account.

The Exchange Rate parameter will be filled with a value
different than 1, in the case where the Merchant currency
and the paysafecard PIN currency are not the same, and a
conversion is needed.

The Voucher Number is the number that is given to all
transactions of one day, per country.

The Debit Timestamp is the time when the transaction was
closed.

The Initial Amount is the amount in which the
transaction was created.

The Disposition Amount is the amount that has not been
debited yet from the transaction. Parameter no longer in use.

The Net Amount is the transaction amount after
paysafecard fees have been deducted.

The Creation Timestamp Disposition is the time when the
transaction was created.

The Shop ID is the parameter that identifies the web shop
from which the transaction was created. This is an optional
parameter and is sent by the Merchant when creating the
transaction.

The Country IP is the 2-digit ISO 3166-1 country code where
the paysafecard PIN was used.

Note: This information is derived from our systems and
although carefully provided, we do not assume any liability
on the correctness of the data shared for country.

The PIN Origin is the 2-digit ISO 3166-1 country code where
the paysafecard PIN was sold.

The Original TID field is filled in only when the transaction
type is a Refund (R), and it represents the Transaction ID (TID)
of the original payment.

The Distributor Reference ID shows the transaction ID of the
Partner system.

In the US this is the equivalent to the ,Cashtie_Reference_
Number”,

This parameter is a placeholder! The Merchant Reference ID
field will be empty.

@ paysafecard

Debit No

n/a
with Initial
Amount

Gross
Amount

Fee Amount

Tax

Debit
Amount

Exchange
Rate

Voucher
Number

Debit
Timestamp
Initial
Amount
Disposition
Amount

Net Amount

Creation
Timestamp
Disposition

Shop ID

Country IP

Card Origin

Original
Transaction
ID

n/a

n/a

DebitNr

Currency

GrossAmount

FeeAmount

PercentageOfTax

DebitAmount

ExchangeRate

VoucherNumber

DebitTimestamp

InitialAmount

Disposition-
Amount

NetAmount

Creation-
Timestamp

ShoplID

ClientlpCountry

CardOrigin

Original-
TransactionID

Distributor
Referenceld

Merchant
Referenceld
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Payment Parameter indicates the payment method used for the transac- Payment Payment
Instrument tion. Possible values: paysafecard; paysafecash or giftcard Instrument Instrument
Payment (1) Parameter relevant only for merchats with gift cards acti- Payment Payment
Instrument vated; it indicates the gift card used. Possible values: cvsphar- Instrument Instrument

Subtype macy, dollargeneral, openbuckscard Subtype Subtype

Actions Definition

The Settlement Report search results are displayed in an online table.

The report can contain the default columns or any other combination selected.
GENERATE REPORT Note: Online results limitation of 1,500 rows. If more results are available for the

inserted search criteria, an info message will be displayed, asking to

download the report for the full view.

Search results are ready to be downloaded in CSV format. The report
DOWNLOAD REPORT automatically contains all Columns available.
Note: Download report CSV limitation of 200,000 rows.

All the search criteria are removed (except for MID(s) and online columns
RESET FILTER .
selection), and a new search can be started.
Sample View online:
Transaction Type v Select Al Customer Type ' Select Al
Payment Voucher
Refund Account
Payout
Column(s) e

MID = Business Type x Gross Amount x Fee Amount x Tax x Voucher Number x

Debit Amount x Invoice Number x Exchange Rate x Disposition Amount x

v Header information induded in the download report.

. g DOWNLOAD REPORT RESET FILTER

TR R e S e e S e
tee @ 1 1000000931 I éigo 2.06 0.00 9100362267 éf"go 1000805300  1.00000 0.00 EUR

2 1000000931 I é:jRDD 0.82 0.00 9100362264 éasﬂ 1000805300  1.00000 0.00 EUR

; 1000000931 I égRDD 0.82 0.00 9100362264 éggn 1000805300  1.00000 0.00 EUR

Sample View download:

Transaction Type v SelectAl Customer Type v Select All
Payment Voucher
Refund Account
Payout
Column(s) e

MID x Business Type X GrossAmount  Fee Amount X Tax X Voucher Number x
Debit Amount % Inveice Number  Exchange Rate  Disposition Amount X

/' Header information included in the download report.

‘GENERATE REPORT RESET FILTER

& paysafecard_debits..csv ~
920

[B] =i = paysafecard_debits_2018-05-01_2018-05-08 - Excel CristinaRacu B

Insert  Pagelayout  Formulas  Data  Review  View  Help @ Tel it you want to do

S S P i General - [ Conditional Formatting ~ | E=Insert ~ 2 - 47~
DP Em - -~ .09 s [iFormatasTable~ PxDelete + Qv O~
=i o (Bl Z u-|BL-[ & F T [ Cell Styles ~ B Format- & -
Clipboard 1 Font 5 Aignment G Number Styles cells Editing -~
AL . £ | miID v
A B @ | ) E F [=]

| |
miD Irransactionin DebitNr ReportingCriteria MerchantClientiD Currency Gro?
1000000007 pay_1000000007_MzWNt25EQ7cSnh4Sh30S6tFMgP1KASRK_EUR 1 myclientid EUR 01

N
il el
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The Transaction Report contains all the transactions, regardless of the state they are in (e.g. created/initiated,

disposed/authorized, etc.).

Here’s an overview of the Transaction report mask:

@ paysafe: -

Tiashlererd
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A rnandl amellone
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=Ll
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Wour 1357 2g0r w2z on 2010 DF AL L1936
Lageage: | Deghed ¥

Defire pour sesnct Criiane wng the Ewallazie s DelIe, om0 pareEbe 8 report ard shew E1E sEamt
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Parameter
Name

Merchant IDs
(MIDs)

Transaction
ID (TID)

Date from
Date to
Time

Reporting
Criteria ID
(RC)

Reporting
Criteria
Name

Merchant
Client ID
(MCID)

26-01-2021

Definition

The Merchant ID is the unique alphanumeric merchant
identifier (default value 10-digits) and defines the transaction
currency. When more than 1 MID is assigned to a Merchant's
account, searching for multiple MIDs is possible. The default
option is “Select All” and it allows the searching for transac-
tions in all MIDs at the same time.

The Transaction ID (TID) is the payment transaction unique
identifier.

In this field you can search for a specific transaction.

In the Transaction Report you can use this field to search for a
specific transaction or for partial results, by utilizing the
symbol “%" in the following manner:

« type “%xyz%" to list all transactions that include e.g. “xyz"

« type “xyz%" to list all transactions that start with e.g. “xyz"

« always use “Date to” and “Date from* filters for finding partial
results

You can use the date picker or manually enter in the date
dd/mm/yyyy to set a time interval for the search.

“Date from"” and “Date to” are mandatory fields, except when
searching for a specific Merchant Transaction ID (TID).
Regardless of the Date from/to, the default Time values are
00:00 to 23:59.

Note 1: Maximum allowed search: 3 months at once.

Note 2: If there are too many transactions due to large volu-
me, please refine your search to 7 days, or reduce the number
of MIDs in the search.

The Reporting Criteria is an optional parameter that offers the
possibility to classify transactions and differentiate between
several web shops of one contracting Merchant.

When more than 1 RC s assigned to a MID, searching for
multiple Reporting Criteria is possible. The default option is
“Select All” and it allows the searching for transactions in all
Reporting Criteria at the same time. Separate agreement with
paysafecard is needed for setting up of a Reporting Criteria. If
there are no registered Reporting Criteria, the search field is
not visible, and no values are displayed in the report.

The Reporting Criteria Name is the associated name to the
pre-defined Reporting Criteria ID. If there is no name(s)
associated with the Reporting Criteria, the parameter values
will be empty.

The Merchant Client ID is the end customer unique identifier.
All transactions done by the same customer must have the
same Merchant Client ID. This parameter is provided by the
Merchant at the start of a transaction. Maximum length is of
50 characters.

Note: For security reasons, paysafecard advises Partners not to
use the customer’s registered username or e-mail!

@ paysafecard

Parameter
Namein
results
(online)

Parameter
Name in results
(download CSV)

MID MID
TID Transactionld
n/a n/a
Reporting-
i Criteria
n/a Reporting-
with RC CriteriaName
Merchant-
el ClientID
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Parameter
Name

Customer
PSCID

Transaction
Type
Customer
Type

Payment
Status

Payout /
Refund Status

Document Version 3.8
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Definition

The Customer PSC ID is the my paysafecard ID of the customer.
In the reports this parameter has a value only if the customer
has used a my paysafecard account for the transaction. If the
customer used a paysafecard PIN, the parameter values will be
empty.

The Transaction Type stands for the specific transaction type:
Payment (1), Payout (P), Refund (R) or Paysafecash (L).

The Customer Type allows you to sort transactions that were
made with a classic voucher of with a my paysafecard account.
You can filter your search by selecting a particular payment
status. Depending on the APl used (SOPG or REST)

you will see displayed one of the columns below. (state
description included in the table below)

Disposition State .
Description
SOPG States REST States

Created (R) Initiated The initial state of a payment after is
has been successfully created.
The customer has been redirected to

Created (R) Redirected paysafecard’s payment panel to autho-
rize the payment.

Disposed (S) Authorized The customer has authorized the
payment.

Debited (E) / s The payment has been completed

uccess

Consumed (O) successfully.

Debited (E) / | Cancelled by You, the business partner, have

Consumed (O) | Merchant cancelled the payment.

Cancelled by The customer has cancelled the
Closed (L)
Customer payment on the payment panel.
The customer has not authorized the
payment during the disposition time
. . window or you, the business partner,

Bl 09 Bl have not captured the authorized
amount during the disposition time
window.

Note: Statuses R and S are not final and can change during a
transaction’s lifetime!

If any “payout” and/or “refund” features are activated on
any available MIDs, then you can also filter your search by
selecting a particular status for a payout or a refund. In this
case, the status is the same for both APIs. (status description
included in the table below)

Status Description
Executed The payout/refund has been successful.
) The payout/refund has not been successful.
Failed -
An error occurred®.
Precheck The payout/refund precheck has been
Executed successful.
Precheck The payout/refund precheck has not been
Failed successful. An error occurred*.

*You can find a full list of error codes and corresponding
descriptions in the Payout Error Codes or Refund Error Codes
sections of our technical documentation.

@ paysafecard

Parameter
Namein
results
(online)

Parameter
Name in results
(download CSV)

Customer
PSC ID CustomerPscld
Business BusinessType
n/a n/a
Status State
Disposition .
State DispState
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Parameter

) Parameter
Parameter Namein

Definition Name in results

Name results

(online) (download CSV)

There are more than 20 columns (fields) available for dis-
playing online search results in the Transaction report. The 1
column difference is the “Status Before Expiration” available
only for REST merchants.

For first time users, all columns are available for online repor-
ting, like this:

Column(s) o

v Header information included in the download report.

The selection can be refined by adding one filter column after
another, like this:

Column(s) 2]
MID % TID x MCID x RC x Initial Amount x Disposition Amount x Debit Amount x

Status x Status Before Expiration x Creation Date x Assign PIN Date x

Date of Last Possible Debit % PIN Type x

QR Payment

Surcharge TID

Merchant Disposition Interface FLTER
Disposition Expiration Time

Shop ID

Error Code

Business Type

b pec

Column(s) Simply remove, drag and drop any of the filter columns, to n/a n/a
create an online custgmized report, like this:
Column(s) E_ (7]
MID x Business Type x ™ Debit Amount x Creation Date x
Customer PSCID x Statys” x TID x
Column(s) . (2]
MID % Business Type x* Debit Amount x Creation Date x Customer PSCID x Status x
™ x
The rest of columns are always available in the drop-down.
To generate the customized online report, simply press
“Generate Report” Your last columns selection is always saved!
C)
Note: The saved order of the columns does not apply for the
downloaded reports. When you press “Download Report’, the
generated CSV file will always include all fields, in the default
order.
Initial The Initial Amount is the amount in which the transaction was Initial

InitialAmount

Amount created. Amount
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Parameter

o Parameter
Parameter - Name in .
Definition Name in results
Name results
. (download CSV)
(online)
Disposition The Disposition Amount is the amount that has not yet been Disposition Disposition-
Amount debited from the transaction. Amount Amount
Debit The Debit Amount is the amount that was debited from the Debit .
i DebitedAmount
Amount customer’s paysafecard PIN or account. Amount
Status Before The Status Before Expiration is the last status of the transacti-  Status Before  StatusBefore-
Expiration on before it expired. (available only for REST merchants) Expiration Expiration
Creation The Disposition Date is the time when the transaction Creation .
DispoDate
Date was created. Date

The Assign PIN Date is a timestamp referring to the moment
where at least one paysafecard PIN has been assigned to the

gz‘ifn PIN transaction. This date is also the start of the disposition time Assg:tgard D'é::) dAIZ;:Itgen_
window (value defined by contract). The Merchant has to
finish the disposition before that time window expires.
The Date of Last Possible Debit is the end of the agreed
Date of Last . e . Date of Last .
Possibl disposition time window. Possibl LastPossible-
D(t):i)silt € Before this date a capture is still possible, but later the (I;Sesl:)ite DebitDate
transaction will be closed and set to state “X“(EXPIRED).
The PIN Type is the reference to which card type was used in
the transaction. Four possible values are listed:
+“PAYSAFECARD" for transactions paid with classic paysafecard
PINs.
«“INHOUSE" for transactions paid with so called in-house PINs
PIN Type (promotion PINs). In-house PINs are activated for a Merchant PIN Type KindOfCard

upon request and separate agreement with paysafecard is
needed.

«“MIXED" for transactions paid with classic paysafecard PINs
and in-house PINs together.
+“NO_CARD_ASSIGNED" for transactions where no PINs have
been assigned.
The QR Payment parameter can only have 2 values: true or
QR Payment  false.“True” means that the customer has used Scan2Pay for Payment = QRCodePayment
the transaction, otherwise “False” is always displayed.

The Surcharge TID parameter is valid only if the Merchant has Surcharge

Surcharge TID a Surcharge Contract. MTID SurchargeMTID
The Merchant Disposition Interface is the starting point (or
method) through which a disposition was created.
The following values can be displayed, according to each case:
Merchant - SOPG (if Merchant is using SOPG API) Merchant Merchant-
Disposition « REST (if Merchant is using REST API) Disposition Disposition-
Interface - Customer Initiated (if disposition was initiated by a customer, Interface Interface
available only for Paysafecash transactions)
+ MSC Initiated (if disposition was initiated by Merchant in
MSC, available only for Paysafecash transactions)
DISF.)OSI,t on The Disposition Expiration Time is displaying the exact time D|sp9 Sltlon Disposition-
Expiration . . . Expiration -
Time until the disposition can be successfully executed. Time ExpirationTime
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The Shop ID is the identifier that the Merchant is sending to

Shop ID
op paysafecard as the originator of the request.

Shop ID ShoplD

The error code that applies in case a payout or a refund has
failed (no error codes currently available for payments). You can
Error Code find a full list of error codes and corresponding descriptions in Error Code ErrorCode
the Payout Error Codes or Refund Error Codes sections of our
technical documentation.

The Original TID field is filled in only when the transaction type
Original TID  is a Refund (R), and it represents the Transaction ID (TID) of the Original TID
original payment.

Original-
TransactionlD

n/a
Currency The currency of the MID in which the transaction was made. with ,Initial Currency
Amount”
Payment Parameter indicates the payment method used for the transac- Payment Payment
Instrument tion. Possible values: paysafecard; paysafecash or giftcard Instrument Instrument
S . Payment

Payment (1) Parameter relevant only for merchats with gift cards activa- y

oy BT . . Instrument
Instrument ted; it indicates the gift card used. Possible values: cvspharmacy, Subtvpe
Subtype dollargeneral, openbuckscard. P

Details pages:

You can see additional details for each type of transaction, by pressing the “Details” link displayed in the
online report.

Payment Transaction and PIN Details

Cachbesrd Payment Transaction and PIN Details
1F whaheL e
) Marctant TN (IO CRANIGT
Uzer danzgrment
z Tzl I (TID! woarg [T Lol TR S _lealhaawnz er
[EE TR
182y ulere 10 TRCY
¥ Sellbnenl Twp=al
Mearchant Ciene 1D 4L rwerchantd enbc_FWeglunaliisrEapln_testbutomatioT
» TmRnsartion Reper
I merrhant Client 1F
accouns sxrngs
Cliert Cruntryp L7
Luwnlses
Tierl Layuays 8
Ag

Uerl Cuunlre U
Terme B randitinns

Porwmens Stotus ST
Ciadez

Shcbus Befere Superian

Dehit(s)
#  Dobit Humber  Debit Amount Debe Cate
h Earh § TAL UL ELR LOOU-00-UT, e
PIN Details
" LI Exftange b
L sanke LnETL Ampesl MdlEw tral A
Hamazar kank S [FH I . L AL
tur tr AR
L L2203FR0r L 2 SFTCEF  0.EF7ID 0] BUR LA SAYSAFECARD
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Payout Transaction and PIN Details

Dashboard
IP whitelisting

User Management

Payout Transaction

Merchant ID (MID)

Transaction ID (TID)

Reporting
Reporting Criteria ID (RC) 4STORY
» Settlement Report
Merchant Client ID (MCID) qRKVxgPgI
> Transaction Report
Merchant Client IP
Account settings
Client Country Q
Downloads
Client Language (2}
FAQ
dient Country IP
Terms & Conditions
Payout Status EXECUTED
Contact
Error Code
PIN Details

Serial

Payout

& Status

Number

1 1850373315

BACK TO REPORT

EXECUTED

and PIN Details

1000000931

sopg_WsMEGQSpdZShU4uTzW_testAutomation

Exchange Rate
of PIN Cur. to
EUR

Exchange Rate

Payout Amount
of TXN Cur. to
EUR

Customer
rrency)

1.10 EUR

Payout Amount

gerdmnt
rrency)

1.10 EUR

1.00000 1.00000

Refund Transaction and PIN Details

13a=hhaard

11* whit=hsting
Us2r [Managoment
Roporing

» SeTement Repont

Cundzi L

Refund Transaction

[zrchant 10 MIDY
ransactan 113 (17T

Reparng Czona M (RO

M hanl Clizel 10 {MCIT) KOBTETwe s
* Transactien RCport
Idzrchant Cliznt 1P
Adcourt settings
thient ¢ annery [~}
Dovnlozds
diont Language (7]
FagQ
Jianl Counliy IP
Terms & Condifons Refund Status ENECUTED

Cngmzl 1102

Ermor Codz

PIN Details

1 1850372242

BACK TC REPORT

EXECITZD

and PIN Details

1000000931

sk AN D SLYRIRM Y _refund

sapn_VYAYWHIRS b 1TVl IKh_restauimmanan

Payout Amountt

Exchango Rabe
of PIN Cur, to
EJR

Pordoul Ameunt
(Mcrchant
mency)

Exchange Rate
(Custamer of TAN Lur. to
BR

MTEncy)
1.00 BUR

1.20000 1.00 BUR
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Details Parameters Definition

The Merchant ID is the unique alphanumeric merchant identifier (default value

Merchant ID (MID) 10-digits) and defines the transaction currency.

Transaction ID (TID) The Transaction ID (TID) is the payment transaction unique identifier.

The Reporting Criteria is an optional parameter that offers the possibility to
Reporting Criteria ID (RC) classify transactions and differentiate between several web shops of one
contracting Merchant.

The Merchant Client ID is the end customer unique identifier. All transactions

Merchant Client ID done by the same customer must have the same Merchant Client ID. This parameter
(MCID) is provided by the Merchant at the start of a transaction. Maximum length is of

50 characters.
Merchant Client IP This is the IP address of the Merchant’s payment server.

This country code is based on the cookie or OS settings of the customer. This may
Client Country differ from the client country based on IP, if the customer manually changed the
country in the drop-down menu of the payment panel page.

Client Language This is the language of the customer, based the cookie or OS settings.

Client Country IP This is the country based on customer’s IP address.

Payment/Payout/Refund

Status This represents the status of a payment, payout or refund, in words.

The Status Before Expiration is the last status of the transaction before it expired.

ST FELB 2 (available only for REST merchants)

The error code that applies in case a payout or a refund has
Error Code failed (no error codes currently available for payments).
In the “Details” page, you can find both the code and the text description.

The Original TID field is filled in only when the transaction type
Original TID is a Refund (R), and it represents the Transaction ID (TID) of the
original payment.

Debit(s)

*The Debits section is Definition
available for payments only.

Debit Number Parameter no longer in use. Default value always 1.

The Debit Amount is the amount that was debited from the customer’s

DB AE paysafecard PIN or account.

Debit Date The Debit Date is the date when the transaction was closed.
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PIN Details Definition

Serial Number 16-digit paysafecard used in the transaction.

Rank The Rank is a sequential number for each paysafecard delete word pin used.
Payment/Payout/

Refund Status This represents the current state of the transaction.

Debit Amount (PIN Cur.)  The amount that was debited from paysafecard, in the paysafecard currency.

Payout Amount

The amount that was paid out in the customer currency.
(Customer Cur.)

Refund Amount
The amount that was refunded in the customer currency.

(Customer Cur.)
Exchange Rate of PIN If the merchant currency and paysafecard currency are not equal, the exchange rate
Cur.to EUR will be displayed here.

Debit Amount (TXN Cur.) The amount that was debited from the paysafecard, in the transaction currency.

Payout Amount . .
Th h h h .
(Merchant Cur) e amount that was paid out in the merchant currency.
Refund Amount
. . The amount that was refunded in the merchant currency.
(Merchant Cur.)
Exchange Rate of TXN If the merchant currency and transaction currency are not equal, the exchange rate
Cur. to EUR will be displayed here.

The PIN Type is the reference to which card type was used in the transaction. Four

possible values are listed:

+“PAYSAFECARD" for transactions paid with classic paysafecard PINs.

«“INHOUSE” for transactions paid with so called in-house PINs (promotion PINs).
PIN Type In-house PINs are activated for a Merchant upon request and separate agreement

with paysafecard is needed.

«“MIXED" for transactions paid with classic paysafecard PINs and in-house PINs

together.

+“NO_CARD_ASSIGNED" for transactions where no PINs have been assigned.

Actions Definition

The Settlement Report search results are displayed in an online table.

The report can contain the default columns or any other combination selected.
GENERATE REPORT Note: Online results limitation of 1,500 rows. If more results are available for the

inserted search criteria, an info message will be displayed, asking to download

the report for the full view.

Search results are ready to be downloaded in CSV format. The report automatically
DOWNLOAD REPORT contains all Columns available.
Note: Download report CSV limitation of 200,000 rows.

All the search criteria are removed (except for MID(s) and online columns selection),

RESET FILTER and a new search can be started.



Merchant Reporting Tool Document Version 3.8 2
’ @ paysafecard

Interface Guideline 26-01-2021

Sample View online:

Payment Status v Select All Payout / Refund v Select All
Initiated Status Executed
Redirected Failed
Authorized Precheck Executed
Success Precheck Failed
Cancelled by Merchant
Cancelled by Customer
Expired

Column(s) (2]

MID x Business Type X Creation Date % Status x TID = Customer PSCID x

v Header information included in the download report.

--@ GENERATE REPORT DOWNLOAD REPORT RESET FILTER

: Business  Creation Customer
: # MID Type Date Status TID PSC ID
: 2019-03-
c--® 1 1000000931 I 06, EXPIRED  S0PG_CLASSIC 432649079 Details
11:29:03
2019-03-
2 1000000007 I 06, EXPIRED  pay_1000000007_bfKHyL1VOKZHrlbyskVQ EUR Details
11:28:15
Sample View download:
Tagamel Slale Wl Cba Pagas ¢ Ruluanl ¥ Gelal Al
Thiblatsd Hatas Fueerad
Hedizles Laled
ceslliorices] Prsuiech, Lisculed
ucooss
cancelied by Merchant
ancelia by Cuehomar
Fepina
wdunnfx] a

RUF ® Bumnoss lype # Lechen Uame s Siotes = 10 = Lustamer o 0 =

| =cader infermvaban indudad m the Sowslcad rpor.

CLMLHAIL HLIURE m RESFT FIITFR

un = ™

1 aTTannay 1 TRMRTT SORG_C A0 4T10AL0TE Ttk

> lowanonaT T TEMTST A | NEOECENT BT TR g TR ekl
BT FY N S PP N B P AP

- .

2 .
B L st ey

paysafecard_transactions_2018-05-08_2018-05-08 - Excel Cristina Racu
Insert Page Layout Formulas Data Review View Help Q Tellm

LT 4 Calibri - i General  -| EZConditional Formatting~ &= Insert = 2. - 47~

5 0 Em - L2 - 05 » ¥ Format as Table - EXDelete - [¥]- P -

aste - - e

.« (BT U - i 58 7 Cell Styles - ) Format~ | & -
Clipboard Font 1M Alignment = Number Styles Cells Editing A
Al - e 5 MID v
4 A | B | g | D | E | E
1 |MID lTransactionld MerchantClientlD ReportingCriteria ReportingCriteriaName
2 1000000007 |pay_1000000007_vDSe00lZmUUaIRSXGpO7tCIh7jPGEXTS_EUR  myclientid
=
i
=
6 |
7 -

paysafecard_transactions 2018-0 | @® P ]

Ready i) 0 -—n + 100%
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7) Payout Details

The Payout Details menu will be available to you if payout feature is enabled on at least 1 MID or RC. It shows the
financial status on MID level, providing information about how much money is available for payout to paysafecard
customers.

Here’s an overview of the Payout Details report mask in MSC:
@ paysafecaid Logout

You are currently logged in as psc.test+team-blue@paysafecard.com
Your last login was on 2021-01-15, 10:34
Account: | Test Account s Language: | English +

Dashboard Payout Details

Production Data
o Here is an overview of payments and payouts during the settlement period and of the available credit line for
1P whitelisting payouts

Test Data

> Test transactions You are currently viewing payout details for this MID: 1000000007 EUR -
User Management

Invite to Pa
v Payout limits for the current settlement cycle

Reporting

Payments amount: 38,870.29 EUR (]
» Settlement Report Payouts amount: 0.00 EUR (2]
% Tiansaction Report MID balance: 38,870.29 EUR 2]
> Payout Details Assigned credit line: 0.00 EUR (2]
Aooountsettings Available amount for payouts to customers: 38,870.29 EUR (2]
Downloads
FAQ Daily payout limits
Contact Payout daily limit: N/A (2}
Payouts amount today: 0.00 EUR [7]
Available amount for payouts to customers: N/A

Field Name Definition

The total value of all payments on this MID, in the currency of the MID,

Payments amount that are not settled yet.

The total value of all payouts on this MID, in the currency of the MID,

Payments amount that are not settled yet.

The total amount of payments minus the total amount of payouts. This represents
the current financial status of the MID.
« If the value is positive at the of the settlement period, paysafecard will pay
the merchant.
« If the value is negative at the end of the settlement period, paysafecard will
invoice the merchant and the merchant will need to pay paysafecard.

MID balance

Based on a risk assessment done by the paysafecard Risk department, paysafecard
may assign a line of credit to the merchant.

If assigned, then the MID balance is allowed to go into minus up to the amount of the
assigned credit line.

Assigned credit line

Available amount for The MID balance plus the assigned credit line is the amount that the merchant still can
payouts to customers use for payouts to paysafecard customers.

By default there is no daily payout limit set. If configured, this is the amount that the

Ul il it merchant still can payout on this specific day (in the currency of the MID).

The total value of payout transactions that we paid out to paysafecard customers on

Payouts amount today this specific day,

Available amount for

L —— Does not apply by default, since by default the daily payout limit is not configured.

If you want to have any changes to your payout credit line, please contact your account manager at paysafecard.
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8) Granting limited access to MSC

If your company has multiple business accounts opened at paysafecard, to access their details in MSC,
currently you will need unique credentials for each account. We have recently reviewed this functionality and
improved it, to help you carry on your daily work, as easy as possible.

MSC users can now log in by using just one set of credentials (username and password) and they have access to all
their business accounts in one go! Additionally, Superuser can decide for all users within their organization the exact
level of visibility on a merchant account an MID level.

Here's an overview of the steps to have this functionality available for your business accounts:

Confirm the list of users and their roles for each merchant account within your organization

Send it to your delegated KAM

paysafecard will review it and apply it to your merchant accounts

Log in to MSC and enjoy access to all your accounts in one go

If you're a Superuser and you need to grant specific access to your users, log in to MSC and mark the
corresponding accounts and MIDs that you want your users to see.

uihAwnN -

Where do | see the connected business accounts?

Once the new business accounts structure has been configured by paysafecard, you can log in to MSC by using only
one set of credentials and see the business accounts within your organization at the top of the page:

@ paysafecsrc Logout
You are currently logged in as psc.test+team-blue@paysafecard.com
Your last login was on 2021-01-19, 16:03
Account: | Test Account 2 Language: | English ¢

Some other quite long Account Name
Dashboard User Manageﬂ it e

Production Data
Here you can invite more users to use the Merchant Service Center (MSC).
The following 5 roles are currently available:

1P whitelisting

You can continue to use MSC as before, just be mindful that all information diplayed on any page, corresponds to the
selected account at the top.

If you want to see for example the Settlement Report data for a different account, all you need t o do is select the
different account in the account drop-down.

MSC remembers which account you selected last time and it will automatically display it for you, next time you log in.
How do I grant limited access?

Note that this action can only be performed by the Superuser.

Once the new business accounts structure has been configured by paysafecard, you can log in to MSC by using only

one set of credentials and see the business accounts within your organization at the top of the page.

e Go to User Management page and see the list of users configured to the selected account
e Choose the user you want to edit access for by clicking ,Manage Access'’



Document Version 3.8
26-01-2021

Merchant Reporting Tool
Interface Guideline

@ paysafecard

@ paysafecsrd Logout

Dashboard
Production Data
1P whitelisting
Test Data
> Test transactions
User Management
Invite to Pay
Reporting
> Settlement Report
> Transaction Report

> Payout Details

You are currently logged in as psc.test+team-blue@paysafecard.com
Your last login was on 2021-01-18, 09:32
Account: | Test Account * Language: | English +

User Management

Here you can invite more users to use the Merchant Service Center (MSC).

The following 5 roles are currently available:

Onboarding: This role is automatically assigned to a new MSC user. It gives access to the technical information
and KYC documents needed during onboarding.

Technical: Users with this role have access to all technical configurations and the Transaction Report (no
access to the Settlement Report!).

Finance: Users with this role have access to the Transaction and Settlement Reports.

Operations: This role is available only for Paysafecash partners! Operations users can send an Invitation to Pay
to a potential customer. The Transaction Report details are visible for the users with this role (no access to the
Settlement Report!).

Superuser: The superuser is the main merchant account administrator, with full access to all information
available in the MSC. This role is assigned by paysafecard only to an authorized signatory from the merchant

All Users

Account settings

Downloads & Bt ﬁggggts & MIDs
FAQ
Contact Z.psc.mypins85465756@gmail.com finance CREATED

Z.psc.mypins3243432423@gmail.com technical CREATED

operations CREATED

Z.psc.mypins03243546@gmail.com

e Anew page ,Accounts & MIDs Access’ is opened and here you see the current access level of the selected user
o In the example below, user z.psc.mypins3243432423@gmail.com with role technical, has access to both
merchant accounts and all MIDs corresponding to them, within the organization

@ paysafecord
You are currently logged in as psc.test+team-blue@paysafecard.com
Your last login was on 2021-01-19, 16:03

Account: | Test Account 4 Language: | English $

Dashboard Accounts & MIDs Access

Production Data

Here you can manage the access level to your merchant accounts for each individual within your organization.

1P whitelisting B 9 v yourerg

Test Data Note: the default settings allow your user access to all merchant accounts and MIDs!
% Testirancactions To grant full or partial access to information, you must:

User Management T -

Invite to Pay 2. Select merchant accounts and MIDs for each one of them

Reporting
> Settlement Report ° Select the user you want to manage access for.
> Transaction Report User: Z.psc.mypins3243432423@gmail.com %

> Payout Details

Account settings
o Select the merchant accounts they should have access to and then the MIDs from the

Download
ormbecs drop-downs displayed.
FAQ
Contact Accounts: v Test Account
MIDs:

v Some other quite long Account Name

MIDs:

S

o  Select the merchant account and the exact MIDs you want the user to have access for only
e Click SAVE
o Subsequently, user z.psc.mypins3243432423@gmail.com with role technical, has now access only to
account “Test Account” and only to 1 MID (1000000007) out of total of 4 MIDs available
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@ paysafecord Logoit

You are currently logged in as psc.test+team-blue@paysafecard.com
Your last login was on 2021-01-19, 16:03

Account: | Test Account 3 Language: | English +
Dachboard Access permissions were successfully modified.
Production Data Accounts & MIDs Access

IP whitelisting

T Here you can manage the access level to your merchant accounts for each individual within your organization.
est Dal

¥ Test transactions Note: the default settings allow your user access to all merchant accounts and MIDs!

User Management To grant full or partial access to information, you must:

Invite to Pay

1. Select user

Reporting 2. Select merchant accounts and MIDs for each one of them

> Settlement Report

» Transaction Report o Select the user you want to manage access for.

» Payout Details User: z.psc.mypins3243432423@gmail.com 4
Account settings
Downloads

e Select the merchant accounts they should have access to and then the MIDs from the
FAQ .
drop-downs displayed.

Contact

Accounts: v Test Account
MIDs: = 1000000007 x

Some other quite long Account Name

MIDs:

SAVE CANCEL

o When the user z.psc.mypins3243432423@gmail.com with role technical, logs in to MSC next time, they will not
see an account drop-down as they only have access to one account only, and and any other information they
access in MSC, it will only correspond to the 1 MID marked for the business account.

The settings can be changed and saved at any time by the Superuser.

The Superuser can continue to grant restricted access to other users, by selecting a new user in the user

drop-down. This functionality is not available by default, it's activated on demand. If you recognize this functionality
applies to your services and you want to activate it, please send a request to your delegated KAM and
salessupport@paysafecard.com.




